
Cybersecurity: Smart threats 
need a smarter defence
Know them, understand them and learn how 
to better safeguard against them.
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1.   Introduction: The year of the 
 ever-evolving threat 

By the end of last year, the very idea of cybersecurity had changed 
fundamentally. More data than ever before was suddenly introduced 
into personal, professional and hybrid spaces, setting in motion a 
race to secure endpoints and critical data around the world.

2.   Making Headlines: A snapshot of threats 
What can happen when a smart threat can strike every 11 seconds? 
Some of the world’s most recent, notorious and damaging breaches.

3.   Staying Two Steps Ahead: How to respond 
to a ransomware attack 
When it comes to ransomware attacks, businesses need to be 

 more than simply 'ready to respond' – they need to be equally as 
prepared as their attackers.

4.   The Invisible Threat: Protecting yourself from 
a fileless attack

 Until fairly recently, attacks and threats have been pretty 
 straightforward to identify. But what happens when they’re so 
 sophisticated that they evade detection completely? What happens 

when you have to fight a threat that you can’t see?

5.   The Supply Chain Attack: Where every 
 business is the target 

It’s easy for big enterprises to become too focussed on the threat 
that only applies to them. But what happens when the links in the 
supply chain become targets as well?

6.   The Living-off-the-Land Attack: The least 
detectable threat 
The longer an attacker remains undetected, the more opportunity 
they have to find, extract or compromise sensitive data. Businesses 
have recently fallen prey to a particularly undetectable type of cyber 
attack — the Living-off-the-Land (LOTL) attack.

7.   Conclusion: As the threat evolves, so should 
the way we understand it 
Almost two years since the Covid-19 pandemic disrupted the world, 
many businesses and employees are still struggling to respond to 
threats and secure their sensitive data.
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We have created this guide to give you the key insights 
and information on some of the threats that exist, along 
with the strategies and tactics that will help you deter an 
attack and protect critical data.

This is ‘Cybersecurity: Smart threats need a smarter 
defence'.

1.

CHAPTER

Introduction:
The year of the ever-evolving threat

By the end of last year, organisations around the world had to 
fundamentally redefine how they would continue to operate, with many 
shifting to a remote workforce and mindset. As a result, employees had 
to quickly adapt and rely on a range of newly connected devices that, in 
turn, relied on an even greater range of newly connected tools. This specific 
combination led to an explosion of endpoints and access points, setting in 
motion a race to secure infrastructure on a global scale.

This sudden surge in data and endpoints led to an even greater surge in threats. 
Over 500,000 ransomware and over 20,000 denial of service attacks were 
recorded on average, every day. Most businesses learnt how to respond to 
these threats by deploying tried-and-tested tactics, educating employees with 
behaviour that could allow them to stay one step ahead.

However, in the same way that individuals and businesses adapted, the attackers 
did too. Since January 2021, cyber threats have increased at a dramatic pace, 
evolving in increasingly more innovative ways. It’s estimated that ransomware 
attacks take place every 11 seconds. Some attacks are now fileless. Some are 
only visible on the very edge of an IT infrastructure. And some are now able to 
access, and compromise, confidential databases without even being detected.

As we approach 2022, what’s clear is that even though businesses and employees 
have secured against and responded to threats, much more still needs to be done. 
Especially when it comes to gaining a greater understanding of the ever-evolving 
threat landscape.

For more than two decades, KeepItSafe has helped millions of customers across the globe secure their critical data with a sustainable, scalable and world-class backup solution,
using KeepItSafe's own dedicated infrastructure and the right local customer service — wherever that might be.
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2.

CHAPTER

Making Headlines: 
A snapshot of threats

Target: Solar Winds
Damage: Compromised tens of 
thousands of government agency 
customers.
Attack: Supply chain attack

Target: JBS Foods
Damage: Demanded $11 
million to restore critical 
infrastructure to the world’s 
largest meat processing 
company.
Attack: Ransomware

Target: Microsoft
Damage: Over 2,300 infrastructure 
machines across key Microsoft 
enterprise clients.
Attack: Zero Day attack

Target: LinkedIn
Damage: Exploited personal data 
on 700 million users, including 
geolocation records.
Attack: Data scraping

Target: Bombardier
Damage: Access and extraction of 
confidential employee, customer 
and supplier information.
Attack: Third-party breach

Target: Ireland's Health Service 
Executive (HSE)
Damage: Restricting access and 
encrypting critical data within 
the Irish Health Service Executive, 
forcing shut-down of IT-systems 
within health service. 
Attack: Ransomware

Target: Facebook
Damage: Leaked personal data on 
over 500 million users.
Attack: Data leak

Target: T-Mobile
Damage: Exposed data on 
more than 47 million customers, 
including financial records and 
payment information.
Attack: Data breach

Target: Microsoft
Damage: Over 2,300 
infrastructure machines 
across key Microsoft 
enterprise clients.
Attack: Zero Day attack

Target: Quanta
Damage: Demanded $50 
million for critical design 
data on the latest Apple 
consumer products. 
Attack: Ransomware

Target: The Tokyo Olympics
Damage: Leaked personal 
data on over 170 athletes 
and participants.
Attack: Third-party software 
exploit

Target: Colonial Pipeline
Damage: Affected 18,000 
users, including critical 
government agencies.
Attack: Ransomware

Target: Steamship Authority 
of Massachusetts
Damage: Disrupted service 
for the largest ferry service 
to the islands of Martha's 
Vineyard and Nantucket.
Attack: Ransomware

For more than two decades, KeepItSafe has helped millions of customers across the globe secure their critical data with a sustainable, scalable and world-class backup solution,
using KeepItSafe's own dedicated infrastructure and the right local customer service — wherever that might be.
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3.

CHAPTER

Staying two steps ahead: 
How to respond to a ransomware attack

For more than two decades, KeepItSafe has helped millions of customers across the globe secure their critical data with a sustainable, scalable and world-class backup solution,
using KeepItSafe's own dedicated infrastructure and the right local customer service — wherever that might be.
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So what exactly is ransomware? It’s a malicious, targeted and intentional use 
of software. As the name suggests, ransomware is designed to block and hold 
hostage critical data and IT systems. 

THE IMPORTANCE OF BACKUPS IN THE CASE OF RANSOMWARE

When it comes to ransomware attacks, businesses need to be more than ready to 
respond — they need to be as prepared as their attackers. More importantly, as 
ever-evolving as the threat is, so too should be its response. This includes a thorough 
on-and-offsite disaster recovery plan to help contain sensitive data and restore 
business operations as soon as possible. Other conventional measures like firewalls, 
anti-virus software and anti-malware are a good starting point — but businesses need 
to do more, especially when it comes to ransomware. This is where a backup strategy 
becomes invaluable. Here are some key aspects in helping to develop one.

THE KEYS TO DEVELOPING AN EFFECTIVE BACKUP STRATEGY

Monitor, monitor, monitor: Make sure you maintain a clear view of normal behaviour 
on your network. This includes monitoring data and storage on an ongoing basis. To 
generate the best snapshot of this, make use of analytics and single-view tools.

Standardise encryption: Have a consistent approach to encryption across the whole 
organisation. Make sure every step of the process is as fortified, and as close to the 
actual data, as possible.

SaaS and cloud-delivered backup: Supplement your approach through third party 
services that can backup information to the cloud. This will create a necessary air-gap 
between the onsite data and offsite backup centre. The more barriers there are between 
the infected system and the backup, the better. 

Aim for integrity: Look to tools and services that will keep copies of backups 
completely inaccessible, safeguarding you from accidental deletion, inside threats and 
further ransomware.
 
Separate authentication: Use a separate authentication method for your backups, as 
opposed to what you use for your live environment.

Test your strategy: Simulate a backup drill and document the process. This will help 
you find the areas where you need to improve or where you may need to adjust your 
approach.

MAKING SURE YOU STAY TWO STEPS AHEAD

In a climate of rising cyber criminality, it’s essential that businesses and their 
IT support partners understand the nature of ransomware – and how to stay 
ahead of it. Critical to this is having a thorough backup strategy that can help 
protect and contain critical business data, mitigating the risk of attack and 
helping to restore business operations in the event of an attack.



NOT AS VISIBLE, BUT TWICE AS THREATENING

Traditional defences can’t stop fileless attacks. Security teams need to 
think beyond malware and focus on stopping the breach. For users, 
avoiding a fileless attack is about the best of both: staying keenly aware 
of habits and tools at all times, while making sure that critical data is kept 
as safe as possible through the cloud and a Disaster Response Plan. You 
might not be able to see a fileless attack, but you can have the foresight 
to plan for how to respond to one.
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4.

CHAPTER

The Invisible Threat: 
Protecting yourself from a fileless attack

Unlike conventional attacks, a fileless attack doesn’t install malware on your 
hard drive. Instead, it burrows into your computer memory and lets the attack 
incubate there, infecting the inner neural system of your OS.

To understand this, it’s important to understand malware. Traditional anti-malware 
tools detect malicious software by scanning your hard drive, and analysing digital 
‘fingerprints’ against a database of other ‘fingerprints’ just like it. If there’s a match, the 
software alerts you. The key logic here is that the software can detect the fingerprint. 
But this is what makes fileless attacks so threatening — there is no fingerprint.

Ordinarily, hackers would gain access by using a remote access trojan which the target 
receives as text — normally as a hyperlink, sometimes as a plain text attachment — that 
when clicked on, infects their machine. 

Critically, the anti-malware filters don’t see this malicious file — they only see a harmless 
text file — which carries the instruction that activates the infection. No detection. No 
protection.

WHAT YOU CAN DO TO DETER A FILELESS ATTACKS

On the surface, fileless attacks can seem perilous. But like all fundamental protection, 
deterring a fileless attack starts from the ground up. Although these attacks are hard 
to detect, they can be prevented by closely monitoring network patterns, analysing 
applications that could be exposed to infection and by using a few easy-to-follow safety 
controls.

 Activate native security: Make sure all native security controls are in place 
 and set to automatically update.

 Watch your downloads: Keep a keen eye on the files you’re downloading and  
 where you’re downloading them from.

©2021 KeepItSafe. All rights reserved.

Update web browsers: Fileless scripts can be hidden within web plugins. 
Having an up-to-date browser improves the likelihood of the script being 
identified and avoided.

Scrutinise every email: Especially when it comes to phishing. Stay vigilant and 
be skeptical of all text links. They may contain and activate the trojan script.

Occasionally reboot: Rebooting your system once in a while can stop the 
malware breach by resetting all system scripts and restarting security tools.

Minimise unnecessary software: Malware breaches can be delivered via add-
ons and extensions, so uninstall all software you don’t use.
 
Practise resilience through DR and cloud backup: A premium cloud backup 
service will mean that critical data is kept safe and secure at all times. And 
a strong Disaster Recovery Plan can avert the damage of a potential attack, 
restoring processes and creating a resilient response to all threats.
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5.

CHAPTER

The Supply Chain Attack: 
Where every business is the target

A supply chain attack infiltrates a system through a link in the chain — any 
company, supplier, or organisation that has central access is a potential way in for 
attackers. Just the sheer magnitude of this threat is enough reason for companies 
to become more aware of cybersecurity, and of how critical it is to stop a 
potential attack. What’s important to understand with a supply chain attack is 
that the aim is to disrupt the entire ‘chain of work’, using indirect suppliers as a 
gateway to other high-value targets.

DISRUPTION MAGNIFIED 

All of these aspects are made worse by a remote workforce. As a result, companies both 
large and small, are trying to accelerate their digital transformation, becoming more 
visible, more agile and most importantly, more resilient. 

If any part of your ecosystem is vulnerable, then so are you. In all this disruption, we 
must never forget about third-party risk. No longer can any business say ‘they don’t 
have what attackers would want’. Because with a supply chain attack, every target is 
valuable.

HOW YOU CAN BETTER PROTECT YOUR BUSINESS FROM A SUPPLY CHAIN ATTACK

It might not be easy to respond to, and have a clear view of, a supply chain threat but it 
can be easier to prepare for it if you follow simple guidelines.

Put in place an incident response plan rooted in regular backups of critical data. This 
can’t be stressed enough. Having essential data backed up could mean the difference 
between a major blow to your business and a minor inconvenience.

Appoint a cyber leader. This person will be responsible for building a culture of 
cybersecurity. They don’t necessarily need to be technical experts. They need to be able 
to communicate what’s important in order to create the right behaviour. They also need 
to make sure that some simple policies are in place around four core issues:

• Encourage stronger, better password hygiene. Don’t make it easy. Use 8-character 
string passwords with a combination of numbers, letters and characters.

• Use MFA any time it is offered by your native software.

• Learn how to see the signs of phishing and social engineering. Although it may 
look harmless, these everyday emails could be veiled attempts to gain access. 

• Conduct a thorough check of all devices on your network. Make sure they adhere 
to strict, secure guidelines. Avoid ANY external media.

©2021 KeepItSafe. All rights reserved.

SECURING THE ENTIRE SUPPLY CHAIN

A supply chain attack is a threat to every business. From small suppliers 
to large manufacturers, attackers are focussing their efforts on gaining 
access to any part of a supply chain. They will use any means to conceal 
their attack, which is why every business needs to become more critically 
aware of the threat and how to prepare for it. By introducing a few policies 
as standard practice, combined with the right premium backup partner, 
every business can become more secure.

For more than two decades, KeepItSafe has helped millions of customers across the globe secure their critical data with a sustainable, scalable and world-class backup solution,
using KeepItSafe's own dedicated infrastructure and the right local customer service — wherever that might be.

©2021 KeepItSafe. All rights reserved.
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With strengthened security protocols: Through rigorous measures such as 
multi-factor authentication, heightened access management, strong password 
hygiene and thorough encryption, as well as enforced native security.

Culture that’s more than a plan: Where security is not the sole responsibility 
of  IT teams, encouraged through on-going security awareness, regular staff 
training and clear, easy-to-follow policies that everyone can access and 
implement.

A Disaster Recovery, backup and cloud-first model: Relying on the 
expertise of a premium provider who can offer scaled storage, low-cost and high 
availability. This will be essential in delivering an on-going backup and Disaster 
Recovery strategy with critical 3-2-1 best practice — where 3 copies of your data 
should be backed-up on 2 different media types with 1 backup of data off-site. 
All of which are underpinned by a wider company reliance on the cloud as 
the operational core, where even SaaS (Software as a Service) products can be 
backed-up, leaving as little reliance on natively stored data as possible.

For more than two decades, KeepItSafe has helped millions of customers across the globe secure their critical data with a sustainable, scalable and world-class backup solution, 
using KeepItSafe's own dedicated infrastructure and the right local customer service — wherever that might be.

©2021 KeepItSafe. All rights reserved.

CYBER RESILIENCE FIGHTS BACK AGAINST 
RANSOMWARE ATTACKS

5.

Ransomware is fast becoming the ‘de facto’ means of 
attack. With a workforce that’s still remote or on rotation, 
attackers are using it more and more as a means to gain 
entry to any business. Only reacting to these attacks is 
just not sustainable. Rather, businesses need to be more 
proactive and operate with an assumption of breach 
using cyber resilience, better securing how they work, 
how they handle and store data and how they use the 
cloud to beat attackers in the fight for security.

START YOUR RESILIENT FIGHT BACK

The key to managing the risk of this threat and vulnerability is through cyber resilience. 
With cyber resilience, cybersecurity is brought closer to the core of business operations 
and continuity, and in a way that’s more protective. Most importantly, cyber resilience 
means businesses can be proactive about how they detect, monitor and respond to 
breaches and ransomware attacks.

Critically, cyber resilience helps businesses respond to threats and ransomware by 
assuming they’ve already been breached. This means the focus on resilience can be 
applied across the entire end-to-end chain, in three key ways.
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6.

CHAPTER

The Living-off-the-Land attack: 
The least detectable threat

Living-off-the-Land (LOTL) attacks are so damaging because they quite 
literally ‘live-off-the-land’ of an IT system, going completely undetected while 
sensitive data is accessed and compromised. Critically, LOTL attacks rely on 
misconfiguration to provide a window of opportunity. In this way, there’s no need 
for attackers to develop malicious programmes from scratch. Rather, they just 
exploit points of entry that already exist, easily gaining access to the sensitive 
information they’re after.

Those behind LOTL attacks keenly understand that the best way to gain access to an 
organisation's system is through commonly used and trusted programmes. This allows 
attackers to bypass traditional protection systems. More importantly, this type of entry 
also allows attackers to go undetected for weeks (sometimes even months), giving 
them more time to more methodically access large quantities of valuable data.

While larger enterprises are often assumed to be the primary targets, it’s smaller 
businesses that have the potential to suffer the most from LOTL attacks.  Most new 
businesses are unlikely to have the measures in place to recover from a cyber attack, 
which means the effects of an LOTL breach can be especially devastating. LOTL attacks 
don’t leave a digital trail. In most cases the victims have no idea they have been 
attacked until the data has already been compromised, which makes it even more 
difficult to analyse the source of the breach.

HOW TO DEFEND YOUR BUSINESS’S LAND FROM AN LOTL ATTACK

 Keep native software updated: Most businesses forget to enable auto 
 updates. This leaves systems vulnerable to attackers who take advantage of 
 this outdated software to gain access. By keeping applications up-to-date, 
 businesses can easily eliminate weak spots before they become entry points. 

 Work proactively to identify threats: Threat-hunting is an essential part  
 of preventing data breaches. Using threat-hunting processes, security teams 
 can constantly stay on the lookout for potential threats, efficiently identifyIng 
 security problems before they become something far worse.

 Use detection and response tools: Silent-failure is when a security system 
 fails to detect, defend, or notify users of an attack. The best way to prevent 
 silent-failure is to focus on endpoints, collecting data to track even the 
 slightest change.

 Rely on the power of the cloud: As data is gradually accessed over time with 
 LOTL attacks, it’s critical that it’s regularly backed-up to a premium cloud-based 
 service. Not only does this mean that valuable data is not permanently lost or 
 damaged, it also means that regular operations can be resumed fairly quickly if 
 a breach ever occurs.

©2021 KeepItSafe. All rights reserved.

BEING CRITICALLY AWARE OF THE PASSIVE LOTL THREAT

As with all rising threats and attacks circling the globe, all businesses need 
to be vigilant and critically aware. This is especially true for the LOTL attack. 
For as long as it remains dormant and undetected, the greater the damage 
it can inflict. This stealth-like form of attack is why businesses, both large 
and small, need to be prepared and well-equipped across access, endpoint, 
native security, response and ultimately cloud-reliance. If sufficient 
measures are in place, attackers can be stopped before they even set foot 
on your ‘land’.
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Principle of Least Privilege. 
Limiting access helps prevent data breach and limits damage. By employing 
Least Privilege as a principle, you grant access to users for the least amount of 
time, using only the necessary amount of access. 

Continuous audit. 
Cloud systems change often and fast – and so too can their needs. Audits can 
help uncover sudden changes or misconfigurations, as well as assist you with 
performance issues and even meeting compliance requirements.

Secure endpoints. 
This includes any external-facing device on your network. The more endpoints 
there are like this, the more surface area there is for an attack. You need to 
protect them by putting in place firewalls, access control such as Multi-Factor 
Authentication (MFA) and ongoing antivirus measures.

Create backup and Disaster Recovery. 
This is especially the case with hybrid clouds. To some extent, hybrid 
configurations have built-in recovery tools. However, this may only apply to 
a singular cloud backup within your configuration. You need to ensure that 
all your data points have a backup safely secured, across multiple locations. 
Enlisting a premium, highly-available cloud provider is essential.

For more than two decades, KeepItSafe has helped millions of customers across the globe secure their critical data with a sustainable, scalable and world-class backup solution, 
using KeepItSafe's own dedicated infrastructure and the right local customer service — wherever that might be.

©2021 KeepItSafe. All rights reserved.

HYBRID CLOUD SECURITY BEST PRACTICES

6.

Hybrid clouds are becoming the go-to solution for 
businesses, both big and small. Regardless of size, as 
businesses explore solutions within the cloud, they start 
to configure their custom cloud configuration – a hybrid 
cloud. Hybrid clouds are more complex, and therefore 
more intricate to secure. But not impossible. You need 
to make sure you consider all the variables across 
configuration and deployment, alongside a simple set of 
best practices that can keep your hybrid cloud – and all 
the data it holds – safe and secure.

KEEP ALL YOUR DATA TOGETHER, AND 
SECURE, WITHIN A HYBRID CLOUD
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7.

CHAPTER

Conclusion: 
As the smart threat evolves, so should the way we understand it

Almost two years since the Covid-19 pandemic disrupted the world, many 
businesses and employees are still struggling to respond to threats and secure their 
sensitive data. Those who have already experienced an attack, whether through 
phishing, malware or database leaks, have no doubt gained valuable insights into 
their security weaknesses — but at what cost?

As we look to 2022, the saying still rings true: 'prevention is better than cure'. We 
know those who respond best to smart, ever-evolving threats are those who 
remain resilient, critically aware of the threat and forms of attack that exist — and 
the risk both pose. With the annual cost of cyber attacks and cybercrime expected 
to reach over $10.5 trillion by 2025, businesses and employees quite literally can’t 
afford to not know what’s out there so they can better protect what’s in their 
infrastructure. The smart threat will demand a smart defence and response. And 
that response starts right now.

      It’s no longer just about the big corporations who 
make headlines; all-sized businesses are targets and 
susceptible to attack

ABOUT KEEPITSAFE

KeepItSafe is a part of NASDAQ-listed, billion-dollar giant, J2 Global.
For over two decades, KeepItSafe has been delivering comprehensive
data availability and Data Protection-as-a-Service solutions for cloud
backup, disaster recovery, mobile endpoint, and SaaS applications.
With its own dedicated infrastructure and 20+ data centres across
the world, KeepItSafe is SOC 2, HIPAA, and PCI compliant, offering
custom-managed and fully-manned services to more than 12 million
customers in over 50 countries.

Be smart with your defence. Why not sign up for a 
FREE systems analysis or a FREE trial of the world's 
most-secure cloud backup and data protection 
system. 

For more than two decades, KeepItSafe has helped millions of customers across the globe secure their critical data with a sustainable, scalable and world-class backup solution,
using KeepItSafe's own dedicated infrastructure and the right local customer service — wherever that might be.
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